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CHAPTER 4

DISCLOSURE OF PERSONAL INFORMATION
TO OTHER AGENCIES AND THIRD PARTIES

A. CONDITIONS OF DISCLOSURE

1. Disclosures to third parties

a. The Privacy Act only compels disclosure of records from a system of
records to the individuals to whom they pertain.

b. All requests by individuals for personal information about other
individuals (third parties) shall be processed under DoD 5400.7-R (reference
(f)), except for requests by the parents of a minor, or legal guardians of an
individual, for access to the records pertaining to the minor or individual.

2. Disclosures among DoD Components. For the purposes of disclosure and
disclosure accounting, the Department of Defense is considered a single agency
(see subsection B.1. of this Chapter)-

3. Disclosures outside the Department of Defense. Do not disclose personal
information from a system of records outside the Department of Defense unless:

a. The record has been requested by the individual to whom it pertains.

b. The written consent of the individual to whom the record pertains
has been obtained for release of the record to the
or individual, or

c. The release is for one of the specific
forth in section B. of this Chapter.

requesting agency, activity,

nonconsensual purposes set

4. Validation before disclosure. Except for releases made in accordance
with reference (f), before disclosing any personal information to any recipient
outside the Department of Defense other than a federal agency or the individual
to whom it pertains:

a. Ensure that the records are accurate,
for agency purposes;

b. Contact the individual, if reasonably
accuracy, timeliness, completeness, and relevancy
cannot be determined from the record; or

c. If the information is not current and

timely, complete, and relevant

available, to verify the
of the information, if this

the individual is not reason-
ably available, advise the recipient that the information is believed accurate
as o~ a specific date and any other known factors bearing on its accuracy and
relevancy.
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B. NONCONSENSUAL DISCLOSURES

1. Disclosures within the Department of Defense

a. Records pertaining to an individual may be disclosed without the
consent of the individual to any DoD official who has need for the record in
the performance of his or her assigned duties.

b. Rank, position, or title alone do not authorize access to personal
information about others. An official need for the information must exist
before disclosure.

2. Disclosures under DoD 5400.7-R (reference (f))

a. All records must be disclosed if their release is required by the
Freedom of Information Act (reference (j), see also reference (f)). Reference
(j) -wires that records be made available to the public unless exempted from
disclosure by one of the nine exemptions found in the Act. It follows, therefore,
that if a record is not exempt from disclosure it ❑ ust be disclosed.

b. The standard for exempting most personal records, such as personnel
records, ❑ edical records, and similar records, is found in Exemption Number 6
of paragraph 3-200, reference (f). Under that exemption, release of Personal
information can only be denied when its release would be a “clearly unwarranted
invasion of personal privacy.”

c. Release of personal information in investigatory records including
persomel security investigation records is controlled by the broader standard
of an “unwarranted invasion of personal privacy’f found in Exemption Number 7 of
paragraph 3-200, reference (f). This broader standard applies only to investi-
gatory records.

d. See reference (f) for the standards to use in applying these
exemptions.

3. Personal information that is normally releasable

a. DoD civilian employees

(1) Some examples of personal information regarding DoD civilian
employees that normally may be released without a clearly unwarranted invasion
of personal privacy include:

(a) Name.

(b) Present and past position titles.

(c) Present and past grades.

(d) Present and past salaries.

(e) Present and past duty stations.

(f) Office or duty telephone numbers.
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(2) All disclosures of personal information regarding federal
civilian employees shall be made in accordance with the Federal Personnel Manual
(FPM) (reference (h)).

b. Military members

(1) While it is not possible to identify categorically information
that must be released or withheld from military personnel records in every
instance, the following items of personal information regarding military mem-
bers normally may be disclosed without a clearly unwarranted invasion of their
personal privacy:

(a) Full name.

(b) Rank.

(c) Date of rank.

(d) Gross salary.

(e) Past duty assignments.

(f) Present duty assignment.

(g) Future assignments that are officially established.

(h) Office or duty telephone numbers.

(i) Source of commission.

(j) promotion sequence number.

(k) Awards and decorations.

(1) Attendance at professional military schools.

(m) Duty status at any given time.

(2) All releases of personal information regarding military mem-
bers shall be made in accordance with the standards established by DoD 5400.7-R
(reference (f)).

c. Civilian employees not under the FPM

(1) While it is not possible to identify categorically those items
of personal information that must be released regarding civilian employees not
subject to reference (h), such as nonappropriated fund employees, normally the
following items may be released without a clearly unwarranted invasion of
personal privacy:

(a) Full name.

(b) Grade or position.
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somel
lished

4.

(c)

(d)

(e)

(f)

(L?)

(2) All

Date of grade.

Gross salary.

Present and past assignments.

Future assignments, if officially established.

Office or duty telephone numbers.

releases of personal information regarding civilian per-
in this category shall be made in accordance with the standards estab-
by DoD 5400.7-R (reference (f)).

Release of home addresses and home telephone numbers

a. The release of home addresses and home telephone numbers normally
is considered a clearly unwarranted invasion of personal privacy and is pro-
hibited. However, these may be released without prior specific consent of the
individual if:

(1) The individual has
poses no objection to their release
Chapter);

indicated previously that he or she inter-
(see paragraphs B.4.c. and d. of this

(2) The source of the information to be released is a public
document such as commercial telephone directory or other public listing;

(3) The release is required by federal statute (for example, pur-
suant to federally-funded state programs to locate parents who have defaulted
on child support payments (42 U.S.C. Section 653, reference (k)); or

visions of

b.

(4) The releasing official releases the information under the pro-
DoD 5400.7-R (reference (f)).

A request for a home address or telephone number may be referred to
the last known address of the individual for a direct reply by him or her to
the requester. In such cases the requester shall be notified of the referral.

c. When collecting lists of home addresses and telephone numbers, the
individual may be offered the option of authorizing the information pertaining
to him or her to be disseminated without further permission for specific purposes,
such as locator services. In these cases, the information may be disseminated
for the stated purpose without further consent. However, if the information is
to be disseminated for any other purpose, a new consent is required. Normally
such consent for release is in writing and signed by the individual.

d. Before listing home addresses and home telephone numbers in DoD
telephone directories, give the individuals the opportunity to refuse such a
listing. Excuse the individual from paying any additional cost that may be
associated with maintaining an unlisted number for government-owned telephone
services if the individual requests his or her number not be listed in the
directory under this Regulation.
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not sell or rent lists of individual names and addresses unless
specifically authorized.

5. Disclosures for established routine uses

a. Records. may be disclosed outside the Department of Defense without
consent of the individual to whom they pertain for an established routine use.

b. A routine use shall:

(1) Be compatible with and related to the purpose for which the
record was compiled;

(2) Identify the persons or organizations to whom the record may
be released;

(3) Identify specifically the uses to which the information may be
put by the receiving agency; and

(4) Have been published previously in the Federal Register (see
subsection C.!3. of Chapter 6).

c. Establish a routine use for each user of the information outside
the Department of Defense who need official access to the records.

d. Routine uses may be established, discontinued, or amended without
the consent of the individuals involved. However, new or changed routine uses
must be published in the Federal Register at least 30 days before actually
disclosing any records under their provisions (see Chapter 6).

e. In addition to the routine uses established by the individual
system notices, common blanket routine uses for all DoD-maintained systems
of records have been established (see Appendix C). These blanket routine
uses are published only at the beginning of the listing of system notices for
each Component in the Federal Register (see subsection D.3. of Chapter 6).
Unless a system notice specifically excludes a system from a given blanket
routipe use, all blanket routine uses apply.

f. If the recipient has not been identified in the Federal Register or
a use to which the recipient intends to put the record has not been published
in the system notice as a routine use, the written permission of the individual
is required before release or use of the record for that purpose.

6. Disclosures to the Bureau of the Census

Records in DoD systems of records may be disclosed without the consent
of the individuals to whom they pertain to the Bureau of the Census for purposes
of planning or carrying out a census survey or related activities pursuant to
the provisions of 13 U.S.C., section 8 (reference (l)).
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7. Disclosures for statistical research and reporting

a. Records may be disclosed for statistical research and reporting
without the consent of the individuals to whom they pertain. Before such dis-
closures the recipient must provide advance written assurance that:

(1) The records will be used as statistical research or reporting
records;

(2) The records will only be transferred in a form that is not
individually identifiable; and

(3) The records will not be used
determination about the rights,

, in whole or in part, to make any
benefits, or entitlements of specific indi-

viduals.

b. A disclosure accounting (see subsection El. of this Chapter) is
not required when information that is not identifiable individually is re-
leased for statistical research or reporting.

8. Disclosures to the National Archives and Record Service (NARS), General
Services Administration

a. Records may be disclosed without the consent of the individual to
whom they pertain to the NARS if they:

(1) Have historical or other value to warrant continued preserva-
tion; or

(2) For evaluation by the NARS to determine if a record has such
historical or other value.

b. Records transferred to a Federal Records Center (FRC) for safekeep-
ing and storage do not fall within this category. These remain under the con-
trol of the transferring Component , and the FRC personnel are considered agents
of the Component which retains control over the records. No disclosure account-
ing is required for the transfer of records to the FRCS.

9. Disclosures for law enforcement purposes

a. Records may be disclosed without the consent of the individual to
whom they pertain to another agency or an instrumentality of any governmental
jurisdiction within or under the control of the United States for a civil or
criminal law enforcement activity, provided:

(1) The civil or criminal law enforcement activity is authorized
by law;

(2) The head of the law enforcement activity or a designee has
made a written request specifying the particular records desired and the law
enforcement purpose (such as criminal investigations, enforcement of a civil
law, or a sirnil~r purpose) for which

(3) There is no federal
the records.

the record is sought; and

statute that prohibits the disclosure of
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b. Normally, blanket requests for access to any and all records per-
taining to an individual are not honored.

c. When a record is released to a law enforcement activity under
paragraph B.10.a. of this Chapter, maintain a disclosure accounting. This
disclosure accounting shall not be made available to the individual to whom
the record pertains if the law enforcement activity requests that the disclosure
not be released.

d. The blanket routine use for Law Enforcement (Appendix C, section A.)
applies to all DoD Component systems notices (see paragraph B.5.e. of this
Chapter). Only by including this routine use can a Component, on its own ini-
tiative, report indications of violations of law found in a system of records
to a law enforcement activity without the consent of the individual to whom the
record pertains (see paragraph B.9.a. of this Chapter when responding to
requests from law enforcement activities).

10. Emergency disclosures

a. Records may be disclosed without the consent of the individual to
whom they pertain if disclosure is made under compelling circumstances affecting
the health or safety of any individual. The affected individual need not be
the subject of the record disclosed.

b. When such a disclosure is made, notify the individual who is the
subject of the record. Notification sent to the last known address of the
individual as reflected in the records is sufficient.

c. The specific data to be disclosed is at the discretion of releasing
authority.

d. Emergency medical information may be released by telephone.

11. Disclosures to Congress and the General Accounting Office

a. Records may be disclosed without the consent of the individual to
whom they pertain to either House of the Congress or to any committee, joint
committee or subcommittee of Congress if the release pertains to a matter with-
in the jurisdiction of the committee. Records may also be disclosed to the
General Accounting Office (GAO) in the course of the activities of GAO.

b. The blanket routine use for “Congressional Inquiries” (see Appendix
C, section D.) applies to all systems; therefore, there is no need to verify
that the individual has authorized the release of his or her record to a con-
gressional member when responding to a congressional constituent inquiry.

c. If necessary, accept constituent letters requesting a member of Con-
gress to investigate a matter pertaining to the individual as written authori-
zation to provide access to the records to the congressional member or his or
her staff.

d. The verbal statement by a congressional staff member is acceptable
to establish that a request has been received from the person to whom the
records pertain.
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e. If the constituent inquiry is being made on behalf of someone other
than the individual to whom the record pertains, provide the congressional mem-
ber only that information releasable under Doll 5400.7-R (reference (f)). Advise
the congressional member that the written consent of the individual to whom the
record pertains is required before any additional information may be released.
Do not contact individuals to obtain their consents for release to congressional
members unless a congressional office specifically requests that this be done.

f. Nothing in paragraph B.11.b. of this Chapter prohibits a Component,
when appropriate, from providing the record directly to the individual and
notifying the congressional office that this has been done without providing
the record to the congressional member.

g. See subsection D.5. of Chapter 3 for the policy on assessing fees for
Members of Congress.

h. Make a disclosure accounting each time a record is disclosed to
either House of Congress, to any committee, joint committee, or subcommittee of
Congress, to any congressional member, or GAO.

12. Disclosures under court orders

a. Records may be disclosed without the consent of the person to whom
they pertain under a court order signed by a judge of a court of competent
jurisdiction. Releases may also be made under the compulsory legal process
of federal or state bodies having authority to issue such process.

b. When a record is disclosed under this provision, make reasonable
efforts to notify the individual to whom the record pertains, if the legal
process is a matter of public record.

c. If the process is not a matter of public record at the time it is
issued, seek to be advised when the process is made public and make reasonable
efforts to notify the individual at that time.

d. Notification sent to the last known address of the individual as
reflected in the records is considered reasonable effort to notify.

e. Make a disclosure accounting each time a record is disclosed under
a court order or compulsory legal process.

13. Disclosures to consumer reporting agencies

Certain personal information may be disclosed to consumer reporting
agenciesa~s defined by the Federal Claims Collection Act of 1966, as amended
(reference (e)).

b. Under the provisions of reference (e) the following information may
be disclosed to a consumer reporting agency:

(1) Name, address, taxpayer identification number (SSN), and
other information necessary to establish the identity of the individual.

(2) The amount, status, and history of the claim.
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(3) The agency or program under which the claim arose.

c. Reference (e) specifically requires that the system notice for the
system of records from which the information will be disclosed indicates that
the information may be disclosed to a consumer reporting agency.

c. DISCLOSURES TO COMMERCIAL ENTERPRISES

1. General policy

Make releases of personal information to commercial enterprises
under th~”criteria established by DoD 5400.7-R (reference (f)).

b. The relationship of commercial enterprises to their clients or
customers and to the Department of Defense are not changed by this Regulation.

c. The DoD policy on personal indebtedness for military personnel is
contained in DoD Directive 1344.9 (reference (m)) and for civilian employees
in the FPM (reference (h)).

2. Release of personal information

a. Any information that must be released under reference (f) may be
released to a commercial enterprise without the individual’s consent (see
subsection B.2. of this Chapter).

b. Commercial enterprises may present a signed consent statement setting
forth specific conditions for release of personal information. Statements such
as the following, if signed by the individual, are considered valid:

“I hereby authorize the Department of Defense to verify my
Social Security Number or other identifying information and
to disclose my home address and telephone number to authorized
representatives of (name of commercial enterprise) so that
they may use this information in connection with my commercial
dealings with that enterprise. All information furnished
will be used in connection with my financial relationship
with (name of commercial enterprise).”

c. When a statement of consent as outlined in paragraph C.2.b. of this
Chapter is presented, provide the requested information if its release is not
prohibited by some other regulation or statute.

d. Blanket statements of consent that do not identify specifically the
Department of Defense or any of its Components, or that do not specify exactly
the type of information to be released, may be honored if it is clear that the
individual in signing the consent statement intended to obtain a personal bene-
fit (for example, a loan to buy a house) and was aware of the type information
that would be sought. Care should be exercised in these situations to release
only the minimum amount of personal information essential to obtain the benefit
sought .

4-9



DoD 5400.11-R

e. Do not honor requests from commercial enterprises for official
evaluation of personal characteristics, such as evaluation of personal
financial habits.

D. DISCLOSURES TO THE PUBLIC FROM HEALTH CARE RECORDS

1. Section applicability. This section applies to the release of informa-
tion to the news media or the public concerning persons treated or hospitalized
in DoD medical facilities and patients of nonfederal medical facilities for
whom the cost of the care is paid by the Department of Defense.

2. General disclosure. Normally, the following may be released without
the patient’s consent.

Personal information concerning the patient. See DoD 5400.7-R
(referen~~ (f)) and subsection B.3. of this Chapter.

b. Medical condition:

(1)

(2)
in the following

(fair) (serious)

unconscious.

Date of admission or disposition;

The present medical assessment of the individual’s condition
terms if the medical doctor has volunteered the information:

[a) The individual’s condition is presently (stable) (good)
or (critical), and

(b) Whether the patient is conscious, semiconscious, or

3. Individual consent

a. Detailed medical and other personal information may be released in
response to inquiries from the news media and public if the patient has given
his or her informed consent to such a release.

b. If the patient is not conscious or competent, no personal informa-
tion except that required by reference (f) shall be released until there has
been enough improvement in the patient to ensure he or she can give informed
consent or a guardian has been appointed legally for the patient and the
guardian has given consent on behalf of the patient.

c. The consent described in paragraph D.3.a. of this Chapter regarding
patients who are minors must be given by the parent or legal guardian.

4. Information that may be released with individual consent

a. Any item of personal information may be released, if the patient
has given his or her informed consent to its release.
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b. Releasing
discretion, so as not
Department of Defense,

medical information about patients shall be done with
to embarrass the patient, his or her family, or the
needlessly.

5. Disclosures to other government agencies. This Chapter does not limit
the disclosures of personal medical information to other government agencies for
use in determining eligibility for special assistance or other benefits.

E. DISCLOSURE ACCOUNTING

1. Disclosure accountings

a. Keep an accurate record of all disclosures made from any system of
records except disclosures:

(1) To DoD personnel for use in the performance of their official
duties; or

(2) Under DoD 5400.7-R (reference (f)).

b. In all other cases a disclosure accounting is required even if the
individual has consented to the disclosure of the information pertaining to
him or her.

c. Disclosure accountings:

(1) Permit individuals to determine to whom information has been
disclosed;

(2) Enable the activity to notify past recipients of disputed or
corrected information (subsections C.9. of Chapter 3); and

(3) Provide a method of determining compliance with subsection
A.3. of this Chapter.

2. Contents of disclosure accountings. As a minimum, disclosure accounting
shall contain:

a. The date of the disclosure.

b. A description of the information released.

c. The purpose of the disclosure.

d. The name and address of the person or agency to whom the disclosure
was made.

3. Methods of disclosure accounting. Use any system of disclosure account-
ing that will provide readily the necessary disclosure information (see paragraph
E.1.c. of this Chapter).

4. Accounting for mass disclosures. When numerous similar records are
released (such as transmittal of payroll checks to a bank), identify the
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category of records disclosed and include the data required by subsection E.2.
of this Chapter in some form that can be used to construct an accounting disclo-
sure record for individual records if required (see paragraph E.1.c. of this
Chapter).

5. Disposition of disclosure accounting records. Retain disclosure
accounting records for 5 years after the disclosure or the life of the record,
whichever is longer.

6. Furnishing disclosure accountings to the individual

a. Make available to the individual to whom the record pertains all
disclosure accountings except when:

(1) The disclosure has been made to a law enforcement activity
under subsection B.9. of this Chapter and the law enforcement activity has
requested that disclosure not be made; or

(2) The system of records has been exempted from the requirement
to furnish the disclosure accounting under the provisions of subsection A.2.
of Chapter 5.

b. If disclosure accountings are not maintained with the record and
the individual requests access to the accounting, prepare a listing of all dis-
closures (see subsection E.2. this Chapter) and provide this to the individual
upon request.
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